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We are Mercedes-Benz Tech Innovation _

Daniel Geisel
CEO

Christine Luckert
CFO

2.500
Employees
(in Germany, July 2025)

Where we are 
Ulm (headquarters),
Stuttgart, Berlin, Karlsruhe

Worldwide Group network

Spain

Türkiye

India

Germany

Malaysia
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We are the tech partner of Mercedes-Benz 
along the entire value chain - from product 
development and manufacturing to sales,
mobility and after-sales services.

We are a 100 % subsidiary of Mercedes-Benz,
but we don’t build cars. 
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blackhat 2020 Hack:

• SkyGo worked > 1y before disclosure

• X-Ray of Chips / BGA soldering / "patching"

• Use less secure ECUs previous Gen

UNECE R 155 Regulation

• Introduces Cyber Security Management

• Reviewed by Higher federal authorities 

• Leads to Cybersecurity Compliance & Certification

Why Crypto? _

The bigger the value , the 
bigger the invest

We invest in security by law
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• Ensuring the integrity of electronic control units 

(ECUs) in vehicles from the OEM (Mercedes-Benz)

• Access control to the ECUs by means of 

certificates (diagnostics, coding, ...)

• Positions of trust with other OEMs (e.g. mobile 

phone, charging infrastructure, ...)

• Communication to the vehicles

Why do we operate the PKI? _
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Why ed25519ph algorithm? _

Concept Of 
Operations

Requirements & 
Architecture

Detailed 
Design

Implementation

Integration 
Test

Requirements & 
Architecture

Operation & 
Maintenance

2015

First Draft RFC 8410 
(with ph OID)

2016

PH OID Dropped

Start PKI develoment

2017

PKI Permissions

2018

Start Of Production

2019

2020

2021

2022

2023

2024

2025
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Vehicle development requires a long lead time and the service for our vehicles must be guaranteed 
for decades to come
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• Suppliers / ECU Developers:

Instead of using custom tools 

• Mercedes-Benz Employee:

Able to verify certificates

• PKI Team:

Reference of the implementation

Why we need OpenSSL? _

Custom OpenSSL Provider 

PKI Team

MB 
Employee

Supplier

openSSL is one of the most widely used freely available tools to perform crypto operations.
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Features We Missed in OpenSSL _

• Support for ed25519ph 

• X509 certificates with ed25519ph signatures

• Ability to use custom algorithm identifiers

• Support of attribute certificates

• Attribute certificates in PKCS#12 containers
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Our Journey _

We need an Innersource Provider
supporting developers and suppliers
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• Find `ed25519` functions and add

o Prehashed functions

• Should work out box

After one week not knowing, what we missed to 

implement:

First Try _

We need external support!
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More OO Style: * f() in structs with types

The driver constructs structures

Reason: File  philosophy of Unix

Function Pointer Tables OSSL_DISPATCH

OSSL queries operations

Reason: FIPS binary running with ∀ OSSL

Provider vs. LFS switch _
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Encryption with "-K" •

Hash •

Signature algorithm with x509 • • • •

oqs provider • • • • •

pkcs#11 provider • • • • • • • • • • • •

Provider Use Cases _
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Real First Step: openssl genpkey _

EVP_KEYMGMT_fetch

EVP_PKEY_keygen_init

EVP_PKEY_keygen_genera
te

PEM_write_bio_PrivateKe
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openssl pkeyutl -sign -inkey key.pem -in msg.raw -rawin -out signature.raw

Please sign here _

OSSL_STORE_LOADER_* Not implemented, but searched

OSSL_FUNC_DECODER_NEWCTX Called 5x

OSSL_FUNC_DECODER_DECODE BIO_new_from_core_bio
d2i_PKCS8_PRIV_KEY_INFO_bio
PKCS8_pkey_get0
EVP_PKEY_new_raw_private_key

OSSL_FUNC_KEYMGMT_LOAD Called by call back function; creates provider side key

OSSL_FUNC_KEYMGMT_GET_PARAMS Gets called to fill params with local param key/values: bits,  security-
bits, max-size, mandatory-digest

OSSL_FUNC_KEYMGMT_HAS Checking the key

OSSL_FUNC_SIGNATURE_DIGEST_SIGN_* Construct a key with EVP_PKEY_new_raw_private_key
EVP_DigestSign with "provider=default" and "instance=ed25519ph"
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openssl req -new* -key k.pem -out tmp.csr

• Additionally, the following were required:

o Register the OID / NID

o ENCODER_ENCODE (der)

For x509 we only needed _

*Omitted options like -subj "/CN=Root CA" –addext "basicConstraints=critical,CA:TRUE"

50 x called
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decode

_newctx

_freectx

_decode

encode

newctx

freectx

encode (der)

encode (pem)

encode (txt)

keymgmt

new

free

Has

match

load

import

import_types

import_types_ex

gen_init

gen

gen_cleanup

gettable_params

get_params

provider

Init

Teardown

get_params

gettable_params

get_reason_strings

query_operation

signature

newctx

freectx

digest_sign_init

digest_sign

digest_sign_update

digest_sign_final

digest_verify_init

digest_verify_update

digest_verify_final

get_ctx_params

gettable_ctx_params

Implemented functions _
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OpenSource ? _

Open for partners 
in shared projects 

InnerSource

Mercedes-
Benz

Supplier
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Conclusion _

What we learned helps others as well

OpenSSL Providers in the Automotive Environment | 10/2025
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• We invested a lot of effort for reaching 

only the minimum

• Most time we were reading documents or 

OpenSSL source code

• You need a full-time developer extending 

OpenSSL for your needs

In Retrospective _



Mercedes-Benz Tech Innovation GmbH
Wilhelm-Runge-Straße 11, 89081 Ulm
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Domicile and Court Registry: Ulm | HRB-No.: 3844 | Management: Daniel Geisel (CEO), Christine Luckert
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KBA & UN / ECE

https://www.kba.de/DE/Themen/Typgenehmigung/Typgenehmigungserteilung/Cyber_SoftwareUpdate/Cyber_SoftwareUpdate_nod

e.html

Security Research on Mercedes-Benz: From Hardware to Car Control

https://i.blackhat.com/USA-20/Thursday/us-20-Yan-Security-Research-On-Mercedes-Benz-From-Hardware-To-Car-Control.pdf

Linux VFS Documentation

https://www.kernel.org/doc/html/v6.15/filesystems/vfs.html

Inner Source License

https://opensource.mercedes-benz.com/news/sponsor_innersource_commonsoss/

Mercedes-Benz Cars:

https://media.mercedes-benz.com/

References _
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